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(3)ZCC h—#JLA. TAdministration]>Client Connector App Store]>TUPDATE
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Use 64-Bit Installer for Windows @

X64bit lRDBENY TT—hET BIzBDICIEIX—N—ITHEBMEDBHBENBVETT,

(5)ISavel& 2 v oULET,
ALL
Save Cancel

21



&> zscaler HASEIED T F
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FNFNDHT—ERDRAT—IRAZHERITDENTEET,

-Network Type
REFEGEINTUVWBRRYNTI =DM THRRRIINET,
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Zscaler Client Connector

&> zscaler

Private Access

v

Internet Security

N
</

Digital Experience

Notifications

@

Mare

(~) Settings

BXIEIENTF

- O X

(=

Log Out

Show all notifications

Show Private Access reauthentication notifications (
Advanced Settings

(~) Troubleshoot

Start Packet Capture
Export Logs

Restart Service

Repair App

Clear Logs
(~) About

App Version: 4.2.0.150 Update App
App Policy: Windows-All-AP Update Policy

License Agreemeant

-Start Packet Capture

INTY S F v TF v ERIBLE T,
AEREZURVIBEI(E. 5 PRI CERENICEIELE T, [Stop Packet Capturelz20')v o
TRDCETHEEDIAIZIU I TIEHDZENAFRE T,

-Export Logs

ZCC mOJ=EIIRR—LET,
NTYhFrTFrEBEUESRE. NTY v TFvE0J DHRICEENKT,

-Restart Service
ZCCO—ERZIJRI—FUET,

-Repair App
TPIIDRSANET—ERZEZBAVAN=IVL. 7 TIDBEELVET,

-Clear Logs

072 )7LFET,
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7. Enrolled Devices

7-1. BE
lEnrolled DeviceslICIEZ ZCC ICOJ1 0= UIECEDHDimAD—ENTKRIINET,
FIRADOT A IKReE DIFERERERLEY . BIEEAIT ZCC hsOJ7IbSERZYUTEE
ENMEIRETY,
AIETIE, TEnrolled DevicesIDIZDWTERAALE D,

7-2. Device Overview
IDevice OverviewlIZIE ZCC ICOT1D LIz ENHDiHEAN—E TR RINTLET,

f;zscalef @ vashboard [ Enrolled Devices

jser 10 05 Type Client Connector Version  Device State
Wi 420190 (64 bit) O]
2 Windows 40,089 (64 bit) O
uuuuuuu K GZ/MSL 410102 (64 bit) O
Wind 420190 (64 bit) &
ios 197 () O
8 Wing 24 gistered O
uuuuuuu 1.2 gistered O
8 win 1 Registered O
9 Windows 10102 oregistered
10 Windor 2017 Uneegisterea
Window: nc. 0, 010: inregister
Wind VAIO Corporation VJZ141C 20190 (6: Unregistered
win nc. 010; registere:
08 a7 Unregisterea
1 Windows Acer Swift SFS14-537 2017 Unregistered
@ 1 i0s Apple IPhone152 197 Unregistered
7 macos Apple MacBookPro121 39081 Unegistersd

-Device State
TINARADRT—IRZEHRTD_EMNTEXRT,
Registered:O07 1/

Unregistered:07 7

Removed: BEENEHINIC ZCC HSOI 7 IS EHRZT/INAR

7-3. TRemovellCDWT
EERENEER—YIV EH SmHmIC ZCC HhoeOJd 7o EBRZEMAIRETT,
AETIEOI 7T (Remove) DFIEICDWVWTERIELET,

7-3-1.  Remove OF|EICDWNT

(1) Remove ICIE 2 DOFIENHZUET,
Force Remove Tld7/\1X% 1 &9 > Remove SEBZENARETT,
Soft Remove TIFEHDT /N1 X ZIEEL. Remove SE3ZENARE T,
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<Soft Remove >
(1)ZCC IR—%JVA. TEnrolled Devicesl>Remove UizWisFRODHRIFT VIR I X(C
FIVvIE AN,

05 Type Device Model Client Connector Version  Device State
Windows LENOVD 20KHCTOTWW 420190 (64 bit) Registered
2 Windows. Dynabook Inc. dynabook GZ/HVL  4.0.0.89 (64 bit) Registered OB
3 . Windows Dynabook Inc. dynabook GZ/MSL 41,0102 (64 bit) Registersd ¥ B
Wina 4.2.0190 (64 bit) Registere d =)
i0s Pl 15,2 187101 g =

(2) &AL.TRemove Checked Devicesl&2')voULET,
Search... Q

™ Export ~| € Remove Checked Devices

v 3
e

<Force Remove>
(1) Remove L7izWimRkDHRN, /—b7A430%= 0 v I UK,
(2) TForce RemovelZ=2' )y o UET,

Force Remove
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8.

8-1.

8-2.

Client Connector Support

BIE
[Client Connector Support] Tl ZCC ZHRIVA R T REHDREETOI_ENTEFE

EP
AIE Tl TClient Connector SupportIDEENBICDWTEHRRALET,

APP FAIL OPEN
[App Fail Open I TIXTTANA—T U DHREELFT
ZIA DY —ERTYI(CASHDERTERE CET D 2BEW. AT THRED Wi-Fi s (C
FrTT4 TIR—=FIERMUIZBRICE S T4y 02 EDL S ICUIBT DN ERELE T,

8-2-1. |WEAZEICDOWNT
(1) ZCC mR—#JVA. TAdministration]>TClient Connector Support]>
TAPP FAIL OPENIDY JZ#RETET,

(2) ENETNDEB THREZLE T,

APP FAIL OPEN

If Public Service Edge is Not Reachable, Then (7]

Send Traffic Direct o

If Zscaler Client Connector Tunnel Setup Fails, Then

Send Traffic Direct o

CAPTIVE PORTAL

If Captive Portal Detected, Then Disable Web Security for (In Minutes) @

4]

-If Public Service Edge is Not Reachable, Then
ZIADH—ERIVIICER CIRVWEEDA T3 EiBEEUET,

-If Zscaler Client Connector Tunnel Setup Fails, Then
ZCC R RILD Y Ry FICERBRUIZBEDA T3 0 ZEiBELE T,
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Send Traffic Direct

Disable Internet Access

Send Traffic Direct
ZIAZINAINALTA Y —RYMNCEET7 IR EUET,

Disable Internet Access
HTTP/HTTPS DS J4v0ZTOVIULET . DD T v oICBALTIEEFAIINET,

-If Captive Portal Detected, Then Disable Web Security for(In Minutes)
Captive Portal Z#REUZEIC, EREIN=DE ZIA ZEMIC T DHEET T,
BRESNIOBN AT D&, BEFIC ZIAD ON [CRVUEXT,

8-3. DEVICE CLEANUP
Device Clean up TlxF/N\A1XRDBEEV)— U7V TDHREZLE T,
—EHEAROBH T /\M R EBEINICOJ 77U RS E72Y, Removed REDT /N1 Z (&
BE(CTHEFNCOI P IS B=7/\1X)%Z Enrolled Devices D—&H S BENMIICHIFRL
YT BENTRETT,

8-3-1. S®EAZEICDOWNT
(1) ZCC R—#JVA. TAdministration]>TlClient Connector Support]>
DEVICE CLEANUPIDY JZ#REET,

(2) ENETNDEB TREZLE T,

Force Remove Oldest Device After User Enrolls @

8 v devices

Automatically Force Remove Inactive Devices After @

Mever “ days

Permanently Delete Removed Devices After (7]

180 v days

-Force Remove Oldest Device After User Enrolls

1 A—H—HARBE TIREUVZHEL EOT N1 RTOT1 & REUIIBAIC—FEH LT\
2%=B#BICTRemoved IRREIZLET .

8~16 DEITHEMNHEE T,
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Neverl&EELTWBIHHRIFE. 17 BEDT/I\ARTOTAVERARICIS—HREATN
FT.BEITT/\ AR ZCC hsOT7IbEINBEEHYFEE A,

-Automatically Force Remove Inactive Devices After
FEESNIZERI I U RICEGEN R WT N1 X = BEMICTRemoved REEICLE T,

-Permanently Delete Removed Devices After
Removed REED T /\1 R = AIEHE TieE U/ HiE#E%ICB&#IC Enrolled Devices @
—EBHSHIFRULET,

8-4. ADVANCED CONFIGURATION
ZIAR=FIVET, JI—TZHBIERUIZHEPEELEHEG. ZCC R—FIICZDREN
ZCCIR=FIVEICEHASN B X TICIILS TN HYET,
ADVANCED CONFIGURATION KYWFENTEIEFIC ZIA R—FILD T I —TfFHR%E ZCC iR
—%IVICEHIT S CEMAIRET T,

8-4-1. FEICDOWT
(1) ZCC R—%JVA. TAdministration]>lClient Connector Support]>
TADVANCED CONFIGURATION|DY J%#FAITET,

(2)ISync Groups1z=2J)voUEY,

DIRECTORY SYNC STATUS

Mext Directory Group Sync Time

Sync Directory Groups Manually
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O =y —
0. AI)AM=IVAT32ICDONT
O-1. &
ZCCIEA VA =IVBFIC A VA=A T3 &I BET D EMNARETT,
AIETIE ZCC ITIBERBERA VA N=IA T3V DiEEE I8 EIC DLW TERRLETD,

9-2. fEEFRERTVAR—=IVATIIVICDNT
AIETIE, ZCC [IREABER Y RAM—IA T3 VIOV THBALET,

(1) CLOUDNAME
BEDT T U ECHRADGEICEWN ST T3 TY,
Cloudname DA TYIVEIRETZET A—F—HITCEDTFIUNIOTAUETDIHD
BIRNMUNEBRRYET,
F7=. &IZEBAZE 9 S Strict Enforcement DA T3 EiBELEVSSICHERA T3
DERYUFT,

& Zscaler Client Connector - O x

Select a Cloud

( Zscalerthree
( Zscaler

(; Zscalertwo

ANV RTIEEZTD5R. FaoDKRDICEEHULET,
CLOUDNAME=<organization’s cloud name in lowercase>

Zscalerthree O7 7+ rECHIEDSE. LLTDXDICEEEH UET .
CLOUDNAME=zscalerthree
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(2) HIDEAPPUIONLAUNCH
ZCCAVRAR—=IVRIC ZCC 7 TIDI1 VR ZBHINICIERRICSE A4 T3 TY,
DATLNADZCCTPAADZED IV ITEDIET WOTEIA VR IERSZENAIEETT,

ONVRTIEEET $5A. FaeDL D ICEREHLET,
HIDEAPPUIONLAUNCH=1

(3) POLICYTOKEN
d1—H%—H ZCC ICOTJ10% T BRIl BRATSD App Profile ZIEETHENTESD AT
23T,
OJ1 2% I —TP1—F—BAI TIEE SN/ App Profile MBRATN A R EBWUET,

AA T3 UI& Strict Enforcement DA T3 &8I DIGRICOHIERNRA T3V T
ER

FEEZE TS App Profile AT E#EL TS SAMLIAP @O A UR—=IWINAINZIEINTL
DMENRHUET,

OV RTIEEZ T D55, FecDLDICEHULEXT,
POLICYTOKEN=<policy token from the Zscaler Client Connector Portal>

RUY—h—=02I1F ZCC iR—% VA, TApp Profile]>TPolicy Token |k UHEERMNAIEETT

Policy Token =l

EERDRII—ZEEUZWGEIE LUTOL S ICEHLET,
POLICYTOKEN=333035373A333A36353433656430612D346538612D3
43530622D396566352D356236373737383439366530

(4) STRICTENFORCEMENT
I—H—NZCCICOTA U ETBDET A VY—RYNFIRRZHFIIERVNEWNSA T3y
T9Y,
Tunnel E—R. £7zI& Tunnel With Local Proxy ZCHIBDISEICOIHERNRA T3
T9Y,

Strict Enforcement #Y3a EEET S70HICIE, 2 TICloudname | &TPolicy
TokenlZiEEITD2MNENHBYET,
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IV VRTIEEZ I 258, FaeDLDIZEHEHUET,
strictEnforcement=1

(5) USERDOMAIN
Userdomain DA T3 ZEIBETDIET. A—H—ID DANEEE T D ENTETET,
SAMLIdP ZZHIEDEZE. I—f—ILEE SNz SAMLIAP OREtEmEI(C 1L oSN
9,

IV VRTIEEZ T 258, FaeDLDIZEHEHUET,
USERDOMAIN=<organization’s domain hame>
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10. RUDI—PvI7—rDREMRE
10-1. B

ZCCIRAVF—INVT ZCCR—Y IV LDEREDEEDHEEN, 7V I T - OFE, 70771
IWDEBEDEEREEFIVILTVET,

10-2. IRUY=7YvT7—DERICDONT
(1) PAC 77 IVEHDF I VY
15 BT EICEBINKT

(2) 707740, ZCC R—F IV EDREEEDF TV
1 REC EICERSINE T,
PAC 774)L®M URL WEEINIFZEIE. TOTP7MIIDEBRERBRZINDHDFIVY
DI VT ICEHREINDIMFERUE T,

(3)ZCC Py TT—bDF TV
2 BB EICEmINET,
FIVIDIAZIIT TPV T T— DR EBRIGEIETY TT—MEBINET,

XiEFARD ZCC TlUpdate Policyl*®lUpdate Appl&E 2w o T B ETEEDIIZIY
TEHIHENARETT,
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‘¢ J\°7 SR
11. INM/INAEK
11-1. &
Zscaler BT B<RVIEENRSHDIEE. NMINADHREEITOIZET Zscaler HSER4
EFBDENARETT,
ARIETIFNANZADEREREICDOVWTERALET,

11-2. FIRONT
ENTNDEST 1Y IEETTEICHIF B\ INADEREFIRIC OV TEHALET

11-2-1. Z-Tunnell.0
Z-Tunnell.0 [E/NAIRRDFIED 2 BUBHYVEITD T, EESNDHEICTEHREZLET,

(1) HOSTNAME OR IP ADDRESS BYPASS FOR VPN GATEWAY B LTz\W\3E5EEE

BUET,
TERIEB ISR E UIZUW\5E5 D FQDN F7zIE IP PRLRAZE4F T D E CHRANTRET
T

ZCC R—%JVA. TApp Profile]>THOSTNAME OR IP ADDRESS BYPASS FOR VPN
GATEWAY

HOSTNAME OR IP ADDRESS BYPASS FOR VPN GATEWAY @

se Enter 1o dd Multiple Hostnames or |F Odrasses +

WWW_NOX.Co.Jp

www.example.com

1111
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(2) Custom PAC =f8EULF T,
TECIEB ICHRAREDIELEEBEL Uz PAC ZTHEELSIE IV,

ZCC IR—%JUA. TApp Profilel>TCustom PAC URL]
PAC COMFIGURATION

Custom PAC URL @

hitps://pac.zscalertwo.net

11-2-2. Z-Tunnel2.0
Z-Tunnel2.0 [Z IP PRLZAR—=XTINM/I\RETBHEEE . FQDN R—XT/N\1/I\2% T 515
ATRERENERVET,
F72. FQRDN R—IXTNAN\RZ2EHET DIFE. CHAD ZCCDN—I3VICL>TEREREN
ERVYZFET,
AETIFENETNDEREAEIC DOV CERALE T,

<IP 7RULAR—=ZDINAINZ >
(1) ZCC R—%JVA. TApp Profile]>TZ-Tunnel2.0 CONFIGUTATIONJ>
[Destination Exclusions for IPv4 Ik Z Uz W\ESEEDIP 7R X Z2EZKUE T,

<FQDNAR—ZD/\1 IV >
ZCC/IN\—2y3a 3.7 LU
(1) Forwarding Profile [CBRARDIELZEES LIz PAC D71V ZEIEELE T,

ZCC iR—#%JUA. TAdministration]>Forwarding Profile]>

TFORWARDING ACTION FOR ZIAl1>TConfigure System Proxy Settings]>
'Use Automatic Configuration Scriptl

Configure System Proxy Settings

System Proxy Settings r

Proxy Action Type @

Enforce "

(] Use Automatic Configuration Script @

https://pac.zscalertwo.net/

|:| Execute GPO Update
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TEEMIDLSIC. Z-Tunnel2.0 HSAZET VS RBTZEEE L PAC J71ILZEEEL
9o

(f31)
if (dnsDomainls(host, "<domain>"))
return "PROXY ${ZAPP TUNNEL2 BYPASS}”;

(2) App Profile ICBRARDIEFTZEE Lz PAC T71IVEIBELET,

ZCC IR—%JUA. TApp Profilel>TCustom PAC URL]

PAC CONFIGURATION

Custom PAC URL @

https://pac.zscalertwo.net

MNERDIEFTZET L INIIERT DEVSABZEELEH Uz PAC I7 1V EEELE T,

(1)
if (dnsDomainIs(host, ”<domain>"))
return "DIRECT”;

ZCCN—I32 3.8 LI
ZCC N—=U32 3.8 LIz CHADEZEIE CE55MX—N—HRDREAEERVET,

(1) Forwarding Profile ICTTFEE 2 DOREEBZHMICLET,
ZCC iR—%JVA. TAdministration]>Forwarding Profilel>
[ FORWARDING PROFILE ACTION FOR ZIA | > I Advanced Z-Tunnel2.0
Configuration]

-Redirect Web Traffic to Zscaler Client Connector Listening Proxy
-Use Z-Tunnel 2.0 for Proxied Web Traffic

Redirect Web Traffic to Zscaler Client Connector Listening Proxy @

Use Z-Tunnel 2.0 for Proxied Web Traffic @ [s= .| o
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(2) Custom PAC =& ULF T,
TECIEB ICHRAREDIELEEBEL Uz PAC ZTHEELSIE IV,

ZCC IR—%JUA. TApp Profilel>TCustom PAC URL]
PAC COMFIGURATION

Custom PAC URL @

hitps://pac.zscalertwo.net

11-2-3. Tunnel With Local Proxy
(1) Forwarding Profile [CERARDIELZEES LIz PAC D71V ZEIEELE T,

ZCC R—%JVA. TAdministration]>Forwarding Profile]>
TFORWARDING ACTION FOR ZIA1>TConfigure System Proxy Settings]>
'Use Automatic Configuration Scriptl

Configure System Proxy Settings

System Proxy Settings W

Proxy Action Type @

Enforce v

[v] Use Automatic Configuration Script @

https://pac.zscalertwo.net/

|:| Execute GPO Update

11-2-4. PAC URL OOFEEREFR
TOFIMADREEITIRICIEEZET S PAC D URL DRESRERTIC DU\ TERBALE T,
PAC [FTECERTT PAC ZAFRLZBRICER I NS URL ZHERELET.
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ZIAR—5)VA TEE>TPAC 771)1]

PAC J 77 1)L

© PACT F-TLanEN

Name

proxy.pac

recommended.p
ac

mobile_proxy.pa
c

kerberos.pac

Description

Service Default.

Recommended PAC

Service Default.

Service Default.
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Domain

zscalertwo.net

zscalertwo.net

zscalertwo.net

zscalertwo.net

BXIEIENTF

Hosted URL

https:f//pac.zscalertwo.net/zscalertwo.net/proxy.pac

hitps://pac.zscalertwo.net/zscalertwo.net/recommend
ed.pac

https://pac.zscalertwo.net/zscalertwo.net/mebile_prox
y.pac

hitps://pac.zscalertwo.net/zscalertwo.net/kerberos.pa
®



